NHO®OPMALIMOHHAS TIAMSITKA
JUISI OBYYAIOIIUXCS 11T PASMEIIEHUS
HA O®ULIMAJBLHBIX MHTEPHET-PECYPCAX

C KaXIpIM TOJAOM MOJIOACKU B MHTEPHETE
CTAaHOBUTHCSA OOJIbIIE, a IUKOJBHUKM OJHU U3
caMblX aKTUBHBIX IIOoJb30BaTenei  PyHera.
Mexny TeM, NOMHMO OIPOMHOIO KOJHYECTBa
BO3MOXXHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
Ota nmamsATKa J0JDKHAa IOMOuYb Tebe 0e30macHo
HaXOJIUTHCA B CETH.

KoMmnbroTepHbie BUPYChI

KOMIIBIOTEpHBIIT  BUPYC - 3TO Pa3sHOBUIAHOCTh KOMIIBIOTEPHBIX IPOrpamw,
OTJIMYUTEIBHOH OCOOEHHOCTBIO KOTOPOM SIBISIETCS CIOCOOHOCTh K pa3MHOXKEHHIO. B
JIOTIOJIHEHUE K 3TOMY, BUPYChl MOT'YT IOBPEIUTH WJIM OJHOCTBIO YHUUTOXUTH BCE (hailsibl
U JIaHHbIe, MOJKOHTPOJbHBIE IIOJB30BATENI0, OT HMMEHH KOTOpPOro Oblia 3amylieHa
3apakCHHas MPOrpaMMa, a TaKXKe MOBPEAUTh WM AK€ YHUUYTOXKUTh OINEPallMOHHYIO
CUCTEMY €O BceMHu (ailmamMu B 1eqoM. B GONBIIMHCTBE CllydyaeB paclpOCTPAHSIOTCS
BHUPYCHI YEPE3 UHTEPHET.

MGTOIII)I 3allIUTBI OT BPCAOHOCHBIX IIPOIrpaMM:

1. Hcnons3yili COBpEMEHHBIE OINEPAlMOHHBIE CHUCTEMbI, HMMEIOIINE CEePhE3HbIN
YPOBEHB 3aIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. IlocTrosiHHO ycTaHaBIMBai mautu (UGpPOBBIEC 3aINIATKH, KOTOPHIE aBTOMATUYECKH
YCTaHABJIMBAIOTCS C IEJIbI0 JOPAa0OTKM MNpOrpaMMbl) M Jpyrue OOHOBIECHHSI CBOEH
orneparmoHHo# cucteMbl. CkaunBail X TOJBKO ¢ opuimanbHoro caiita paspadorunka OC.
Ecnu cyiecTByeT pexuM aBTOMaTHYeCKOro OOHOBIIEHUS, BKIIIOUYH €T0;

3. PabGoraii Ha cBoeM KOMIIbIOTEpE TIOA TMpaBaMU [OJb30BaTENls, a HE
aIMUHUCTPATOpPa. ODTO HE TO3BOJUT  OOJBIIMHCTBY BPEIOHOCHBIX MPOTPAMM
MHCTAJJTUPOBATHCS HA TBOEM MEPCOHATLHOM KOMIIBIOTEPE;

4. Vcnonb3yit aHTUBUPYCHBIE TTPOTPAMMHBIEC TIPOAYKTHI H3BECTHBIX MPOU3BOIUTEIICH,
C aBTOMaTUYECKUM OOHOBJIEHHEM 0a3;

5. Orpaanub (PU3NYECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIL;

6. Vcnonp3yii BHENIHUE HOCUTENN HH(POPMAIINH, TaKKue Kak ¢uielika, JUCK uiu (aiin
W3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB,

7. He oTKpbIBail KOMIBIOTEPHBIE (Pailyibl, MOTYyYEHHBIE U3 HEHAJEKHBIX HCTOUYHUKOB.
Haxxe Te (ailiabl, KOTOpbIE MpHCIal TBOW 3HAKOMBIN. Jlydllle yTOUHU y HEro, OTIPaBIISI
71 OH TeOe ux.




Ceru WI-FI

Wi-Fi - 310 He BUJ nepeaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIL OpeH I, MapKa.
Eme B 1991 rony nupepnanjckas kommnanus 3apeructpupoBana Openn "WECA", uto
o0o3nauano cnoBocoueranue "Wireless Fidelity", xoTopwiii mnepeBoauTcs Kak
"GecrpoBoHAS TOYHOCTH".

Jlo Hamiero BpeMEHH Jomia apyras a0OpeBuaTypa, KOTOpas SBISETCS TaKOW Ke
TexHosoruel. Ito abOpeBuatypa "Wi-Fi". Takoe Ha3BaHue OBLJIO J1aHO C HaMEKOM Ha
cTaHAapT Bbiciiedl 3BykoBoM TexHuku Hi-Fi, uto B mepeBoje o3HayaeT "BbICOKas
TOYHOCTB".

Jla, OecruiaTHBIN HHTEPHET-I0CTYI B Kade, OTEIAX U adpONopTax sIBISETCS OTINYHON
BO3MOXKHOCTBIO BBIXOJJa B HMHTepHeT. Ho MHOrwe »SKCHepThl CUUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SBISIOTCS 6€30MacHBIMH.

CoBeTsblI 10 0€30MaCHOCTH Pa0dOTHI B 00MIEOCTYMHBIX ceTsx Wi-fi:

1. He mepenaBaii cBOIO JIMUHYIO HMH(pOpMaLMio yepe3 obumenoctynHsie Wi-Fi ceTu.
Pabotas B HUX, *KeaTeabHO HE BBOJUTH MAPOJIH JOCTYTA, JOTHHBI M KaKUe-TO HOMEPA;

2. Vcionb3yit 1 OOHOBIIAM aHTUBHPYCHBIE MIPOrpaMMbl U Opanamayep. Tem cambiM
ThI 00€30Macuib ce0sl OT 3aKaYKU BUPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnons3zoBanun Wi-Fi otkmoun dynkuuo "OO0mmit goctyn k daiinam u
npuHTepam". JlanHas @QyHKUMS 3aKphiTa 10 yMOJYaHUIO, OJHAKO HEKOTOpbIE
MOJIb30BATENH AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIOJIb30BaHMs B paboTe Win yuele;

4. He ucnonb3yit nyomuunbiii WI-FI ni1s mepenaum TUYHBIX TaHHBIX, HAPUMED IS
BBIX0/Ia B COLIMAJIBHBIE CETU WJIH B JJIEKTPOHHYIO MOYTY;

5. Ucnonw3yli Tosbko 3anmiieHHoe coenquaenne yepe3 HTTPS, a ne HTTP, 1.e. npu
Habope BeO-aapeca BBOaM UMEHHO "https://";

6. B wmoOwierHOM Tenedone otkiarounm Qynkmuiro "Tloaxmouerne k- Wi-Fi
aBromatudecku". He qomyckail aBTOMaTHYECKOTO MOAKIIOYEHUSI YCTPOMCTBa K ceTsim Wi-
Fi 6e3 TBOETO cornacusi.

CounuajbHbIe CeTH

CornuanabHbIe CETH aKTUBHO BXOJST B HAITY KW3HB, MHOTHE JIFOJIA PA0OTAIOT U )KUBYT
TaM TOCTOSIHHO, a B Facebook yxke 3apeructpupoBaH MHILTHAP YETOBEK, UYTO SBIISAETCS
OJIHOM CEIbMOM BCEX JKWUTEJIeM IUIaHeThl. MHOTHME MNOJIL30BATEIW HE ITOHMMAIOT, 4YTO
nHpopmalusi, pa3MeIICeHHass MMH B COLMAIBHBIX CETAX, MOXET OBITh HaiJiecHa U
HCIIOJIb30BaHa KEM YTrOJHO, B TOM YHCJIC HE 00s3aTeIbHO ¢ OJJaruMU HaMEPEHUSIMH.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COIMAIBHBIX CETAX:

1. Orpannub crnucok apy3eil. Y TeOst B Ipy3bsiX HE JOKHO OBITh CIy4YallHBIX U
HE3HAKOMBIX JIIOJICH;




2. 3amuniail cBOKO YacTHYIO *kHu3Hb. He yka3biBail maponu, TenedoHsl, aapeca, 1aTy
TBOETO POXICHUS U JPYryl0 JIMYHYIO UHGPOpMauio. 3JIO0YyMBIIUIEHHUKA MOTYT
UCIOJIb30BaTh Jake NH(OPMALIUIO O TOM, KaK Thl M1 TBOU POJUTENH IUIAHUPYETE IPOBECTU
KaHHKYJIbI;

3. 3amumiail cBOO pemyTaluio - IEPKU €€ B UUCTOTE U 3aJaBail cede BOMPOC: XOTeEN
OBl ThI, YTOOBI IPYTHE TOJB30BATEIN BUIEIH, YTO ThI 3arpyxaemsb? [logymaii, mpexme
YeM 4TO-TO ONyOJMKOBATh, HAMIMCATh U 3arPY3UTh;

4. Eciii Tl TOBOPUILB C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE UCIOJb3YH CBOE peajJbHOE
UMS U IPYTYIO JTUYHYIO HH(OPMALIUU: UMSI, MECTO JKUTEIHCTBA, MECTO yueObl U IPOUEE;

5. WM36erait pasmemenus Qororpaduit B HMHTEpHETEe, IAe Thl H300paxeH Ha
MECTHOCTH, 110 KOTOPO¥ MOKHO OTPEEITUTh TBO€ MECTOIIOJIOKECHHE;

6. HpI/I perucrpanuu B COHHEUIBHOﬁ CCTHU HGO6XOIII/IMO HCIIOJIB30BaTh CJIOXKHBIC
mapoJi, COCTOAIINUC U3 6YKB )51 ]_II/I(I)p N C KOJIMYCCTBOM 3HAKOB HC MCHCC 8;

7. s colMaNbHOM CETH, MOYTHI U JPYTUX CAWTOB HEOOXOIUMO HCIIOJIH30BATh
pazHele mapoju. Torma ecinu TeOsS B3JOMAIOT, TO 3JIOYMBIINIICHHUKH TOJy4YaT TOCTYII
TOJIKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIEeKTPOHHBbIE ICHbI'H

DONEeKTPOHHBIE IEHBIU - 3TO OYEHb YAOOHBIN CIOCOO IMIaTeXei, OTHAKO CYIIECTBYIOT
MOIIIEHHUKHU, KOTOPBIE XOTAT NOJYYUTh 3TU JEHBIH.

DNEeKTPOHHBIE IEHBIU MOSBUINCH COBCEM HEJABHO U UMEHHO M3-3a 3TOr0 BO MHOTHX
rocyJIapcTBax JI0 CUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKIIMOHMPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, TNIe UX
pa3gesaioT HAa HECKOJIBKO BUJOB - aHOHHMHBIE U HE aHOHUMHBbIC. Pa3Huna B TOM, 4TO
AHOHMMHBIE - 3TO T€, B KOTOPHIX pa3pelaeTcsi MPOBOIUTE Oneparuu 0e3 uaeHTuGuKanuu
MOJIb30BaTEls], a B HEAHOHUMHBIX UIEHTU(DUKAIIMS TTOJTH30BATEIS SIBIISIETCS 003aTEIbHOM.

Taxoke crnemyer pa3nuvarh dJIEKTPOHHBIE (PUATHBIC EHbIU (PaBHBI TOCYAPCTBEHHBIM
BaJIOTaM) U AJICKTPOHHBIE HeUATHBIEC IEHbIU (HE paBHBI TOCYAApPCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI IO 0€30MACHOIN padOTe C ATEKTPOHHBIMU JE€HbIAMU:

1. TlpuBsiku K cueTy MOOWIIbHBIN TelnedOoH. ITO caMblil yIOOHBIA U OBICTPBIN CIIOCOO
BOCCTAHOBUTH JIOCTYN K cyeTy. [IpuBsizanHblil TeneoH MOMOXKET, eciau 3a0yJelib CBOU
IJIATEKHBIN MTApOJIb WM 3alJICIIb HA CAUT C HE3HAKOMOT'O YCTPOWCTBA,;

2. Ucnonp3yil ogHOpa3oBbie napoiu. [locne nepexona Ha YyCHIEHHYIO aBTOPU3ALIMIO
Tebe yke He OyJIeT yrpoKaTh ONaCHOCTh KPa)KU MJIM MepexBaTa MIaTeKHOro MapoJis;

3. BoiOepu cnoxHblii naposb. [IpecTtynmHukaMm OyZeT He MPOCTO yraaaTh CIOKHBIM
naposib. HanexxHele maponu - 3TO mapoiu, KOTOpPBIE COAEpKAaT HE MEHee 8 3HAKOB U
BKJIFOYAIOT B C€0s1 CTPOYHBIE U MPONKUCHBIE OYKBBI, IUPPHI U HECKOJIBKO CUMBOJIOB, TaKUe
KaK 3HaK Jojuiapa, GyHTa, BOCKJIMIIATENIbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOAM CBOU JTUYHBIEC JAHHBIE HA CaliTax, KOTOPHIM HE JOBEPSEIIb.




JJIeKTPOHHAA MOYTA

DneKTpoHHAs TOYTa - 3TO TEXHOJIOTHUS U MPEIOCTABIISIEMbIE €10 YCIIYTH 110 NEPECHLIKE
U TOJYYEHHUIO DJIEKTPOHHBIX COOOIICHHWH, KOTOpPbIE PACHpENeNsiiOTCs B KOMIIbIOTEPHOU
cetd. OOBIYHO DJICKTPOHHBIA TOYTOBBIM SIIMK BBITJISIUT CICAYIOIIUM 00pa3oM:
UMs_TI0JIb30BaTENSI(@UMs_JoMeHa. Takke KpoMe Iepeaadyu MPOCTOro TEKCTa, UMEEeTCs
BO3MOXHOCTbH MepeiaBaTh (pailiibl.

OCHOBHBIE COBETHI IO 0€30MaCHOMN padOTe C AIEKTPOHHOU MOYTOM:

1. Hago BBIOpaTh MpaBWIIbHBIN MOYTOBBIM cepBUC. B HMHTEepHETE €CTh OrpOMHBIN
BbIOOp OECIIATHBIX MOYTOBBIX CEPBHUCOB, OJIHAKO JIyYIll€ JOBEPSATh TEM, KOI'O 3HACIIb U
KTO IIEPBbIMA B PEUTUHTE;

2. He yka3pIBaii B IMYHOM NoUYTE JUUHYIO HHpopmManuio. Hampumep, mydie BeIOpaTh
"My3bIkanbHbI_panaT@" wim "pok2013" BmecTo "Temal3";

3. HMcnonp3yil ABYXATamHyK aBTOPU3ALHIO. DTO KOrJa MOMHMO IMApOJs HYKHO
BBOJUTH KO, IPUChUIaeMbIii 0 SMS;

4. Bpibepu cioxHBIA mapoiib. /[t KaXkaoro MOYTOBOIO SIIMKA JOJKEH ObITh CBOM
HAJIC)KHBIM, yCTOWYMBBIN K B3JIOMY apOJIb;

5. Eciu ecTh BO3MOKHOCTh HAlMCaTh CAMOMY CBOM JIMYHBIA BOITPOC, UCTIIOJIB3YH 3Ty
BO3MOXHOCTB;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX AMMKOB. [IepBhIid AJisI 4aCTHOM MEPENUCKU C
azpecaTaMy, KOTOPbIM Thl JIOBEpSACIIb. JDTO AJIEKTPOHHBIN aJpec HE HAJAO0 UCIOIb30BaTh
MIPU pEerucTpalvu Ha popymax U canTax;

7. He oTkpwiBaii (hailsibl U Ipyryue BIOKEHUS B MUCbMax, Ja)e €CJIM OHU MPUIIUIH OT
TBOUX JIpy3ei. Jlydie yTouHu y HUX, OTIPABIISIIN JIM OHU Tebe 3TU (Hailiibl;

8. Ilocne okoHuyaHus pabOTHI Ha MOYTOBOM CEPBHUCE NEPEN 3aKPHITUEM BKJIAAKU C
caiToMm He 3a0yJp HaxaTh Ha "Beiitu".

Kun6epOynimHr wiim BUPTyaibHOE U3/1€BaTe/IbCTBO

KubepOymumHr - mpecienoBaHrie COOOIIECHUSMU, COACPKAIIMMHU OCKOpPOJICHMS,
arpeccuro, 3alyrMBaHHE, XYJIUTAHCTBO; COIMATBHOEC OOMKOTUPOBAHHE C TOMOIIBIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpHOE ¢ KHOSPOYIUTMHTOM:

1. He 6pocaiics B 60, Jlydmumii cnoco0: mMOCOBETOBATHCS Kak ce0s BECTH U, €CJIM HET
TOTO, K KOMY MOXHO 0OpaTUTHCS, TO BHaYajIe YCIOKOUThCS. Eciu Thl HAaYHENIb OTBEYATh
OCKOPOJICHUSIMU HA OCKOPOJICHHUS, TO TOJIBKO €1I1e OOJIBIIE PAa30XKKEITh KOH(IIHUKT;

2. Yupasnsii cBoeit kudeppennyTanuei;

3. AHOHUMHOCTH B ceTH MHHMMas. CyIlIecTBYIOT CHOCOOBI BBIACHUTH, KTO CTOHUT 3a




AHOHMMHBIM aKKayHTOM;,

4. He ctouT BecTH XyJIMTaHCKUM oOpa3 BUPTyalbHOM ku3HHU. MHTEepHET Pukcupyer
BCE TBOU JICHCTBUS U COXpAHSET UX. Y JAIUTh UX OYJET KpalHe 3aTPyTHUTEIHHO;

5. Cobnronait CBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. UrHopupyit enuHuyHbli HeratuB. OJHOPA30BBIE OCKOPOUTENbHBIE COOOIIECHUS
Jydiie UrHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcsi Ha Ha4ajabHOW CTaIuu;

7. bam arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIICHHSIMH, B
COLIMAIBHBIX CETSAX €CTh BO3MOXKHOCTh OJIOKMPOBKM OTIPABKUM COOOIIEHUH ¢
OTpe/ICIICHHBIX aIPECOB;

8. Ecmm 1B cBuumerens kuOepOyummnHra. TBou AeWcTBHA: BBICTYHNHTH IPOTUB
IIpecIIeI0BaTeNs, OKa3aTh €EMY, UTO €ro JICUCTBUS OLIEHUBAIOTCS HEraTUBHO, MOEP/KATh
KEpPTBY, KOTOPOH HyXHa IICHUXOJOTHYECKasi MOMOIlb, COOOIIUTh B3pPOCIBIM O (QaKTe
arpecCUBHOIO IOBEJICHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpeMmeHHBbIE CMapT(POHBI M TUTAHIIETHI COJEPKAT B ceOC BIIOJHE B3POCIBIMA
(yHKIIMOHAJ, U TENEepb OHM MOTYT KOHKYPHUPOBATh CO CTAI[MOHAPHBIMU KOMIIBIOTEPAMH.
OnHako, CpeaCTB 3alIUThI JIs MOJOOHBIX YCTPOWUCTB MOKA OYE€HBb Majo. TecTUpoBaHUE U
MOUCK YSI3BUMOCTEM B HUX MPOUCXOJUT HE TaK MHTEHCHUBHO, Kak 1 [IK, To ke camoe
KacaeTcs U MOOUJIbHBIX MPUJIOKEHUM.

CoBpeMeHHbIE MOOWIbHBIE Opay3ephl YK€ MPaKTUYECKH JOTHAJIM HACTOJbHBIC
aHaJIOTH, OJHAKO paclIMpeHue (PyHKIMOHAJIa BJICUET 3a COOOM OOJBIIYIO CI0XHOCTh U
MEHBIITYIO 3alTUIIICHHOCTD.

Jlaneko He BCe TMPOU3BOJUTENIN BBIMYCKAIOT OOHOBJIEHUS, 3aKPHIBAIOIIHE
KPUTHUYECKNE YA3BUMOCTH JIJIsI CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIsi 0€30MACHOCTH MOOMIILHOTO TenedoHa:

Huuero He siBnsieTcs mo-HacTosimieMy OeciulaTHbIM. Byab OCTOpOXKeH, BeIb Koraa
Tebe mpearaloT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-TO IJIaTHbIE
YCIYyTH;

Hymaii, npexnae yem otnpaBuTbh SMS, ¢hoTo winu Buieo. Thl TOYHO 3HACIIIb, TJI€ OHU
OyIyT B KOHEUHOM UTOTE?

Heo6xo01uMo 0OHOBIISATE ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(doHa;
Hcrionb3yit aHTHBUPYCHBIE IPOTPAMMBI JIsl MOOUJIBHBIX TEIE(POHOB;

He 3arpy>1<a171 IMMPHIIOKCHUA OT HCU3BCCTHOTO MCTOYHHUKA, BCJIb OHU MOTYT COACPIKATh
BpCAOHOCHOC ITPOIrpaMMHOC O6€CH€‘—ICHI/IG;

[Tocne Toro Kak Thl BBIMJECIIH C CaiTa, I/ie BBOJAWUJ JUYHYIO MH(OpMAIIUIO, 3alI1 B
HACTPOWKH Opay3epa u yaanu cookies;

HepI/IOI[I/I‘ICCKI/I HpOBeprI, KaKHC IJIAaTHBIC YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEPC,




JlaBaii cBOi HOMEp MOOMIBLHOTO Tele(OHA TONBKO JIOASIM, KOTOPBIX Thl 3HACIIb U
KOMY JIOBEpsICILIb;

Bluetooth momkeH ObITh BBIKITIOUEH, KOTJAa Thl UM HE TOJb3yemibes. He 3a0biBaii
WHOT/Ia TIPOBEPSATH ITO.

Online urpsi

COBpCMCHHBIe OHHaﬁH-HFpLI - 9TO KpPACOYHBIC, 3aXBATbIBAIOIIHWC Pa3BJIICYHCHUA,
O6’I)€,ZII/IHSII-0HII/IC COTHH TBICAY YCJIOBCK II0O BCCMY MHPY. HFpOKI/I HCCIICAYIOT ,HaHHLIfI UM
MHUp, O6HI8,I-OTCH Apyr € APYI'OM, BBIIIOJHAKOT 3dJdaHUA, CPAXKAKTCA C MOHCTpAMH U
ITOJIYy4arOoT OIIBIT. 3a YAOBOJIbCTBUC OHU IIIATAT: IIOKYIIAIOT JUCK, OIINIAYHUBAIOT a0OHEMEHT
NN HpI/IO6peTaI-OT KaKHC-TO OIIIIMH.

Bce 3TH cpenctBa MAYT Ha MOIAEPKAaHWE M PA3BUTHE WIPBI, a TaKKE Ha camy
0€30MMacCHOCTh: COBEPLIEHCTBYIOTCSI CUCTEMbI aBTOPU3AlMM, BBIIYCKAIOTCS HOBBIE MaT4M
(undpoBbIe 3amIaTKU AJI IPOrpaMM), 3aKpPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[06HBIX HUrpax CTOUT OITaCaTbCia HC CTOJIbBKO CBOUX COIICPHHMKOB, CKOJIBKO KPaXXu
TBOCTO IIapOJIsd, HAa KOTOPOM OCHOBAaHA CUCTCMaA aBTOPHU3alIlNH OOJIBIIMHCTBA Hrp.

OCHOBHBIE COBETHI IO OE30MACHOCTH TBOETO UTPOBOTO aKKAYHTA:

1. Ecnu npyroit urpok BeaeT cebs IJI0OXO WIM CO3[aeT TeOe HEeNpUsSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB,;

2. HO)KEUIYI?ICH AIMUHHUCTpATOpaM HIPBI Ha INIOXOC IIOBCACHHUC J3TOIO HIPOKA,
JKCIIATCIIbHO IMPHUIIOKUTDb KAKUC-TO N0KA3aTCJIbCTBA B BUJIC CKPHUHOB,

3. He yxa3biBaii muunyo nHbopMaIuio B mpodaiiie urpsi;
4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuuanbHble aTYM U MOJIbI;

6. Mcrionb3yil CII0KHBIE U Pa3HbIE APOIIH;

7. Jaxe BO BpeMsl UIPbl HE CTOUT OTKJIKOYATh aHTUBUPYC. [Ioka ThI urpaemib, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

@OUINUHT WIH KpaKa JIMYHbIX JAHHbIX

OObIYHON KpaXkel JeHer W JIOKYMEHTOB CETOJHS Y>K€ HUKOrO HE YJIMBHIIb, HO C
Pa3BUTUEM HHTEPHET-TEXHOJOTUM 3JIOYMBIIUICHHUKH TEPEMECTHINCh B HHTEPHET, U
MPOIOJIKAIOT 3aHUMAThCS " TIOOUMBIM" JICTIOM.

Tak mosiBUIach HOBasi yrpos3a: MHTEPHET-MOLICHHUYECTBA WM (DUILWHT, TJIaBHAs
1eJb KOTOPOrO COCTOUT B TMOJYYEHUHM KOH(PUACHIMAIbHBIX JAHHBIX MOJIb30BaTeNIeH -
JOrMHOB M napoiieid. Ha anrnuiickom si3pike phishing unrtaercs kak ¢umunr (ot fishing -
pbIOHAs JTOBIIs, password - mapoJsb).

OCHOBHBIE COBETHI 110 00pHOE C PUIIMHTOM:

1. CHGI[I/I 34 CBOMM AKKayHTOM. Ecau ThI moao03peBacilb, 4YTO TBOS AHKETA ObL1a




B3JIOMaHa, TO HEOOXOAMMO 3a0JI0KHUPOBATH €€ U COOOIUTh aIMHHICTPATOPaM pecypca 00
ITOM KaK MOYKHO CKOpee;

2. HWcnonb3yii Oe3omacHble BeO-CalThl, B TOM 4YHCIIe, WHTEPHET-MarasMHoOB H
MIOMCKOBBIX CHUCTEM;

3. Vcnonw3y#t clokHbIE U pa3Hble maposu. Takum oO0pa3om, eciii Te0si B3JIOMAIOT, TO
3JIOYMBITTUICHHUKY TIOJIy4aT JOCTYI TOJBKO K OJHOMY TBOEMY MPO(MIIO B CETH, a HE KO
BCEM;

4. Eciu 1e0sa B3IOMald, TO HEOOXOAMMO MPEAYNPETUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE J00aBlIeHbl y TEOS B APY3bsiX, O TOM, UYTO T€Os B3JIOMalIH U, BO3MOXHO, OT
TBOETO UMEHHU OYET pacChlUIaThCs CIIaM U CChUIKH Ha (PUITMHTOBBIE CANTHhI;

5. YcranoBu HaaexHbii napois (PIN) Ha MOOWIBHBIN Tene(oH;
6. OTKJII0UM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpeiBaii (hailsibl U apyrue BIOKEHUS B MUCbMax, Ja)e €CJIM OHU MPUIIUIH OT
TBOUX JIpy3ei. Jlydllle yTouHU y HUX, OTIPABIISIIN JIM OHU TeOe 3TU (ailiibl.

udposas penyrauus

[Mudposas penyraius - 3T0 HETaTUBHAS WK MMO3UTUBHAsI HH(OpPMAIIUS B CETH O TeOe.
Kommnpomerupyromas wuHopMmaivs, pa3MellleHHas B HHTEPHETE, MOXKET CEepPbE3HBIM
o0pa3oM OTpa3uThCs Ha TBOeW peanbHOM >xu3HU. "lludpomas pemyranusa" - 3T0 TBOU
UMUK, KOTOPBIA popmupyercsa uz uHbopMaiuu o Tebe B MHTEpHETE.

TBOe MECTO >KUTEIbCTBA, Y4eObl, TBOE (PUHAHCOBOE IOJOKEHHUE, OCOOECHHOCTH
XapaKkTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIJIUBAETCS B CETH.

MHorue noApoCTKU JErKOMBICIEHHO OTHOCSITCS K MyOJUKaAIMK JTUYHON MH(pOpMaIuu
B MHTEpHETE, HE TTOHMMAsE BO3MOXKHBIX ITOCIECACTBUU. ThI JJa)Ke HE CMOKEIb 10TaAaThCs
o ToM, uTo ¢oTorpadus, pa3MeIIeHHas 5 JIeT Ha3ajd, cTajla MPUYMHOW OTKa3a MPHUHATH
TeOs Ha paboTy.

KommenTapuu, pazmenieHue TBoux Qororpaduii u npyrue IeHCTBUS MOTYT HE
MCUYE3HYTh JAXE IIOCJIE TOrO, KAK Thl MX yNAJIUIIb. Thl HE 3HACLIb, KTO COXPAaHWI JTYy
uH(pOpMalMIO, TIONaNa JIM OHA B MIOMCKOBBIE CUCTEMBI M COXPAHUJIACh JIU OHA, a TJIaBHOE:
YTO TMOAYMAOT O TeOe OKpYXalollue JIOJW, KOTOphIe HAWIyT W yBUAAT 3T0. Haittm
“H(}OPMAIUI0O MHOTO JIET CITYCTSI CMOXKET JIF000# - Kak M3 MOOphIX MOOYXACHUH, TaK U C
HaMEpEeHUEM MPUUYUHUTH BPeJl. DTO MOKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 10 3allIUTE HU(PPOBOH permyTaluu:

1. Tloxymaii, pexae 4emM 4To-TO MyOJIMKOBATh U MepenaBarh y ceds B OJiore win B
COIIMAJIbHOM CETH;

2. B Hactpoiikax npoduiisi yCTAaHOBH OIpaHUYEHHUS HA MPOCMOTP TBOETO MPOPUIIS U
€ro COAEP>KUMOTO, CAENAal €ro TOIbKO "W npy3en”;

3. He pa3memait u He yka3piBail HMH(OpMAIMIO, KOTOpask MOXKET KOT0-JIu0o
OCKOPOJISITH UJIM OOMXKATh.




ABTOpCKOE PaBo

CoBpeMeHHbIE TIKOJBHUKU - aKTHUBHBIE IOJIb30BATEeNIM LU(PPOBOrO MPOCTPAHCTBA.
OpHako Janeko He BCE 3HAIOT, YTO MOJIb30BAaHME MHOTMMH BO3MOXKHOCTSIMU LIU(PPOBOTO
Mupa TpedyeT coOII0ICHHS MPaB HA UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepmuH "HHTEIIEKTyallbHAasE COOCTBEHHOCTh' OTHOCUTCS K Pa3IMYHBIM TBOPEHHUSM
YeJIOBEYECKOr0 yMa, HauWHasg C HOBBIX H300peTEHUl M 3HAKOB, 0003HAYarOIIMX
COOCTBEHHOCTh Ha MPOAYKTHl M YCIYTM, W 3aKaH4YMBas KHUTaMH, Qororpadusmu,
KHHO(QUIBMAMU U MY3bIKaJIbHBIMU IIPOU3BEACHUSIMH.

ABTOpCKHE TpaBa - 3TO IpaBa HA HWHTEJUIEKTYyaJIbHYl0O COOCTBEHHOCTh Ha
NPOU3BEACHUSI HAyKd, JUTEpaTypbl M MCKYCCTBAa. ABTOPCKHME TMpaBa BBICTYINAIOT B
KayecTBE TapaHTHUH TOTO, YTO HHTEJUICKTYallbHBIN/TBOPUYECKUI TpyA aBTOpa HE Oyner
HAIPACHBIM, JIaCT €My CIPaBEIJUBBIE BO3MOKHOCTH 3apabOTaTh HA Pe3yibTaTaxX CBOETrO
TpyZJa, NOJYyYUTh U3BECTHOCTh U Mpu3HaHue. Hukrto 0e3 paspelnieHus aBTopa HE MOXKET
BOCIPOM3BOANTh €r0 IMPOU3BEICHHUE, PACHpPOCTPaHATh, NYOIMYHO JIEMOHCTPUPOBATH,
npojlaBath,  HUMIIOPTUPOBATh, IMyCKaTb B  MPOKaT, MyOJIMYHO  HUCIOJHSTD,
MOKa3bIBaTh/UCIIOJIHATH B 3(pupe uinum pazmeniats B IuTepHere.

Hcnonp3oBanue "MHPaTCKOro" MNPOrpaMMHOIO OOECIEUEHUsT MOXKET IPUBECTH K
MHOTMM pHUCKaM: OT MOTEpU JaHHBIX K TBOUM AaKKayHTaM JI0 OJIOKHPOBKH TBOETO
YyCTPOWCTBA, I/I€ YCTAaHOBJIEHA HeslerayibHas nporpamma. He crout taxke 3a0bIBaTh, 4TO
CYILLIECTBYIOT JIETaJIbHbIE U OECIUIaTHBIE MPOrPaMMBbl, KOTOPHIE MOKHO HANTH B CETH.

O nmoprase

CereBruuok.p) - TBOW TJIaBHBIM COBETUMK B CETHU. 3/1€Ch Thl MOXKEIb Yy3HATh O
0€30MaCHOCTH B CETH MOHSATHBIM M JIOCTYIIHBIM $I3BIKOM, a MPH BO3HUKHOBEHUHU
KPUTHUYECKON CUTYyaIlMu 0OPaTUTHCS 32 COBETOM. A Tak»e MPUHATh Y4aCTHE B KOHKypcax
Y CTaTh CaMbIM IU(PPOBBIM IPAKITAHUHOM!




